Latest Trends in Call Center
Authentication

Lance Hood, Senior Director of Product Marketing, Neustar
Thomas McNally, Director of Identity Risk Solutions, Neustar
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Can You Hear Me?

« We are audio broadcasting so please plug

In your headphones or computer speakers
to listen in.

e If your audio is choppy or slow, you may
wish to dial into the teleconference:

Dial: +1 (415) 655-0003
Enter access code: 663 400 335#
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Slide Link

Today’s slides can be found online at:
http://bit.ly/2019-07-11-Neustar
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http://bit.ly/2019-07-11-Neustar

We Encourage Questions

(;Paneh:s.l i s
Use the
...~ Questions Box
o ! located on the right side of
/ the screen, to type your
comments or questions.
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Tell Us What You Think!
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Please take our post-event survey. We
value your feedback!
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Neustar — TRUSTID

Latest Trends in Call

Center Authentication
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STATE OF CALL CENTER AUTHENTICATION SURVEY

Forrester Fraud and Consumer
Friction Survey

26% 24%

B Financial Services
[l Ecommercef/retail
B Contact center provider

26% 24%

M insurance

Base: 204 fraud management, authentication and CX decision makers in North America.
Source: A commissioned study conducted by Forrester Consulting on behalf of Neustar,
November 2018
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TRUSTID State of Call Center
Authentication Survey

24%

B Financial Services

0 B Technology
4%

B Healthcare
5%
B Consulting

B Telecom

8%

B Ecommerce/retail

M% B other

Base: 134 contact center ops, CX, sales, and marketing decision makers with 60% in North America
Source: Joint effort of TRUSTID and Customer Contact Week, January 2019
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IDENTITY-BASED FRAUD INCREASING

Compared with the previous 12 months, has identity theft and/or
fraud increased, decreased, or remained the same?

38%

61% of firms have seen
ID theft fraud increase in
the last 12 months

23% have seen
5% or more increase

2% 1%
|| —
Decreased 5% to 9% 1% to 4% Remained the 1% to 4% 5% to 9% 10% to 14%  15% to 19% 20% or more
10% to 14% same
Decreased Increased

Base: 204 fraud management, authentication and CX decision makers in North America.
Source: A commissioned study conducted by Forrester Consulting on behalf of Neustar, November 2018
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WHERE DO FRAUDSTERS ATTACK?

Channel for fraudulent account takeovers

NON-FINANCIAL SERVICES FINANCIAL SERVICES

4% [ 23% - 2%— —51%
7% .

—

[— 42%

15%

51% 27%

B call center B website B Mobile application B Retail location B other

Source: TRUSTID, “State of Call Center Authentication,” 2019

neustar TRUSTID.

Call centers are now the
vector of choice for
criminal attacks in
financial services
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HOW DO FRAUDSTERS ATTACK?

Threats posed by criminals where there is much
more activity

Virtual calling is the
Spoofing

fastest growing threat

_ from fraudsters
40%

Virtual calls

Source: TRUSTID, “State of Call Center Authentication,” 2019

neustar TRUSTID.
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REVENUE AND CONSUMER CONFIDENCE MOST IMPACTED

What impact did this incident or incidents of fraud
have on your organization?

Broad impacts:
Reduced customer confidence _ 46% .
Average # of impacts
| d inquiries/ laint
oo o o T < selected = 5
Damage to brand/reputation _ 42%

Base: 204 fraud management, authentication and CX decision makers in North America.
Source: A commissioned study conducted by Forrester Consulting on behalf of Neustar, November 2018

neustar TRUSTID.
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FRAUD STRATEGIES RELYING ON PII ARE LIKELY TO FAIL

? 3% of fraud instances
involved PII



PERSONALLY IDENTIFIABLE INFORMATION (PII) IS EVERYWHERE

6] &8
1,244 446,515,334 126%

Increase in
consumer PlI
records from 2017
to 2018

Exposed consumer

Data breachesin 2018
records containing Pl

neustar TRUSTID.



CONFIDENCE IN KBA FADING

How confident are you that knowledge-based authentication
alone can accurately authenticate your customer callers?

43% 44%
32% .
41n 10
4% respondents lack
10% 10% . . .
s% 8% 5o, confidence in KBA
Hm accuracy
Very Somewhat Not too Not confident Don’t know
confident confident confident at all

M 2018 M 2019

Source: TRUSTID, “State of Call Center Authentication,” 2019

neustar TRUSTID.
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AUTHENTICATION FRUSTRATION GROWS

Satisfaction with current method to authenticate callers

63%
0
49% 46%
31%
I
Somewhat/Very Somewhat/Very Don't Know
Satisfied Unsatisfied
M 2018 M 2019

Source: TRUSTID, “State of Call Center Authentication,” 2019

neustar TRUSTID.

Frustration with
authentication grows

© 2019 Neustar Inc. All Rights Reserved
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3 % of consumers experienced

friction logging into their account
= 10% said this gave them a negative view of their bank

= 3% switched banks as a result



OPTIMISM FOR A SOLUTION AND WILLINGNESS TO INVEST

Respondents who believe it’s possible to prevent
ATOs without obstructing the customer experience

Don’t know

16%

8% 76%

Source: TRUSTID, “State of Call Center Authentication,” 2019

neustar TRUSTID.

Priority for Reducing or
Preventing Fraud

One of our
Top priority

21%

On par with
other priority

31%

High priority

48%

Base: 204 fraud management, authentication and CX decision makers in North America.
Source: A commissioned study conducted by Forrester Consulting on behalf of Neustar, November 2018

© 2019 Neustar Inc. All Rights Reserved
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TOP REQUIREMENTS FOR ANEW TECHNOLOGY

Technology benefits rated as Very + Somewhat important

91%

Easy and quick to enroll

91%

Improves fraud detection

90%

Authentication accuracy

88%

Seamless for customers

87%

Agent time

85%

Agent job satisfaction

82%

Reduces operating costs

77%

IVR self-service

Source: TRUSTID, “State of Call Center Authentication,” 2019

neustar TRUSTID.

Easy and quick
enrollment remains
requirement #1

for the second
year in a row

© 2019 Neustar Inc. All Rights Reserved
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WHEN SHOULD WE AUTHENTICATE?

Preferred time to complete authentication

54%
38% 39%
21% 21%
18%
I - -
B ==
Before the During use During an Don't know
call is of IVR agent
answered system conversation

W 2018 W 2010

Source: TRUSTID, “State of Call Center Authentication,” 2019

neustar TRUSTID.

Quick and early

authentication rules the

day

© 2019 Neustar Inc. All Rights Reserved
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THE PATH FORWARD

Approach to use of multi-factor authentication

36% — 12% 27% 1 1 10%

89 17% —
8% ' | 36% 7% | | _-39%

B Keep using KBA [ supplement KBA with one new technology approach to create a two-factor approach
B Replace KBA with a new single-factor technology approach

B Replace KBA entirely with a new two-factor technology approach [l Don't know

Source: TRUSTID, “State of Call Center Authentication,” 2019

neustar TRUSTID.

Plans for true multi-
factor authentication

double

© 2019 Neustar Inc. All Rights Reserved
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FIRMS EXPANDING INTEGRATED IDENTITY VERIFICATION (IDV) ARE MUCH MORE
DRIVEN TO SUPPORT CUSTOMERS AND OPERATIONAL EXCELLENCE

Which of the following customer expectations are
influencing the way your firm detects fraud?

m Expanding integrated IDV = All others

Increased customer expectations for the firm
to keep information/transactions secure

s2%  Qrganizations

s1%»  USINg IDV care more
579% about CX, privacy,
compliance, efficiency
and fraud

Concerns about privacy

Speedy, seamless digital interactions

Maintaining regulatory compliance

Transparency of how the organization makes
fraud decisions, loan decisions, etc.

Price/cost of services

Base: 204 fraud management, authentication and CX decision makers in North America.
Source: A commissioned study conducted by Forrester Consulting on behalf of Neustar, November 2018

neustar TRUSTID.
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TAKEAWAY POINTS

Criminals are increasing attacks on call centers by attempting to beat
identity based verification methods

Both business and customers are frustrated with the status quo

Contact center professionals are optimistic the problem will be solved
and stand ready to invest in solutions

DQC Solutions need to be widely adopted, accurate and work quickly to
identify real customers

[ There is growing acceptance of new technologies that can augment or
be used instead of KBA in multi-factor authentication solutions

neustar TRUSTID.

© 2019 Neustar Inc. All Rights Reserved
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How We Can Help



BUSINESS OVERVIEW Waimart-: St @ s Astaterm [
me Berksnire HatHAwAY inc. " m @

For over 20 years, MEKESSON  Varizon () rvoroscscco.  @uomsssams
Neustar’s unique B s EH oo D aelion
capabilities have B¥ Microsoft  AMazon @  fehmondfohmon PeG
made it a leader setna  comcast & e Google (D (@D (licly
In the field Ceteli  Sysco FedEx €3 MERCK @ Prudential Humana. Goldman
of responsible UNITEDR] ADELTA ORACLE  Worgmstaney ] Ntiruice
identity resolution. o e B cmeommne L sems

Honeywell supemary. @) Alistate %Libfggmggm' @

Headquarters Founded Employees Customers Revenue

Sterling, VA | 1996 | 1,800+ | 8000+ |  700M+

neustar TRUSTID.
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POOR AUTHENTICATION CAUSES MAJOR PROBLEMS

Excessive Call

Centers Costs

Degraded Customer
Experience

Inefficient Fraud
Fighting

20% of agent time is spent asking questions

Difficulty authenticating in the IVR causes unneeded transfers
to agents

Time spent being interrogated frustrates customers, reduces
retention and increases hold time

Fear of failed authentication limits self-service functions

Almost all fraud starts in the call center

Waste time and generate false-positives by looking for
criminals across entire call flows

Weak Compliance

Posture

neustar TRUSTID.

Poor foundation for moving to multi-factor authentication
Unprepared for internal compliance directives

© 2019 Neustar Inc. All Rights Reserved
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ONLY THREE WAYS TO AUTHENTICATE A PERSON

neustar TRUSTID.

Knowledge
(something users know)
= SSN, PIN, Date of Birth, Account #

Inherence
(something users are)
= Voice-Bio, Fingerprint, DNA, Retina

Ownership
(something users have)
= Key, Phone, Debit Card, Security Token

© 2019 Neustar Inc. All Rights Reservel d



MORE ABOUT OWNERSHIP FACTOR AUTHENTICATION

Account claim Assessment of Confirm physical Delivery of
and physical token physical location or authentication
presented token/account connection token

CREDIT
CARD

PHONE S’
CALL '

neustar TRUSTID.

BANK OF AMERICA

© 2019 Neustar Inc. All Rights Reserved
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SOLUTION: THE TRUSTED CALLER FLOW™

TRUSTED CALLER FLOW

_______________

- Authenticated -
COD =( / Quickly and )
| - Strongly

| " Authenticated .
| ~ TRUSTID

O 7 & (F;re”-Answer .
QO AStr?(;ntication .
=)

o o

neustar TRUSTID.

20% reduction in call center
operating cost

10% improvement in customer
satisfaction

10% improvement in IVR
containment rate

70% reduction in KBA

25X better authentication
security

Higher ROI on fraud
fighting efforts

© 2019 Neustar Inc. All Rights Reserved
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INBOUND AUTHENTICATION: HOW IT WORKS

(o)
222.555.9999 <€

1

2

3

—>

Name:

Address:

Landline:

Mobile: 222.555.9999

neustar TRUSTID.

nheustar Client CRM
Joe Smith Joe Smith
123 Main St 123 Main St
Vienna, VA Vienna, VA 22182
22182 H: 222.666.7777

H: 222.666.7777
M: 222.555.9999

Account: 1234
Authenticated: Y

—

A

IVR, High Risk or

Pool Service Agent

IVR

High Risk
Pool

k

Agent

=
-

= High Risk Pool

Service Agent

Pool Service
Agent

© 2019 Neustar Inc. All Rights Reserved



FASTER SERVICE FOR AUTHENTICATED CALLERS
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Pre-Answer Authentication
75¢ + 2 min savings per call
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COST SAVINGS ALONG EACH ANSWER PATH

neustar TRUSTID.

$5.50 savings
per IVR

contained call

Gis

IVR
containment

30 sec. (45¢-90¢)
saved via
automated

identification &
authentication

Pre-Answer
Authentication &
Risk Scoring

[¢)
222.555.9999

Fraud
mitigation +

reduced
authentication

@

Unidentified in
policy-holder file

© 2019 Neustar Inc. All Rights Reserved



NEUSTAR RISK SOLUTIONS

Mitigate call center and
account takeover fraud

Let legitimate consumer
interactions through faster

Reduce dependency on
KBA questions

Dramatically improve
contact center efficiency

Increase customer
satisfaction

B O Q@ D

neustar TRUSTID.

. All Rights Reserved
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OUTBOUND DIALING OPTIMIZATION

Customer Service @

(800) 2345678

Who to What number When to How to
contact to use contact them Contact

neUStar ©2018 Neustar Inc. All Rights Reserved




Thank you



